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introduction

While much of the intelligence that drives our world resides in structured 
databases, we all still rely on masses of crucial information that is much more 
challenging to manage. Paper and electronic documents, emails, photo images, 
video and audio files may all hold content that is critical to the mission of a 
government or educational organization. 

For state and local governments, K-12 districts and institutions of higher learning, 
managing unstructured content (i.e. trailing documentation not found in a core 
student information system) poses formidable challenges, especially in an era of 
ever-tightening budgets. Some of the biggest challenges confronted include:

àà Inefficiency: Existing processes for managing large volumes of information 
consume a great deal of labor and time, causing delays and increasing expenses.  

àà Compliance: You must make information available wherever and whenever it is 
needed. At the same time, you must also protect sensitive information and comply 
with strict government mandates on privacy, security and transparency. 

àà Cost: As the volume of information continues to grow, shrinking budgets leave less 
money available for storing and managing that content. 

Many government and educational organizations have found that the most 
effective way to meet those challenges is to implement an enterprise content 
management (ECM) solution. 

Structured vs. Unstructured Content
Structured content is information stored inside a database, organized in fields, 
columns, tables, rows and indexes.1 Software associated with these databases 
makes it relatively simple to run queries and retrieve specific information. 

Unstructured content, which makes up 85 percent of all enterprise data, is basically 
everything else. This content is stored in file cabinets, on local hard drives and on 
shared drives. Unstructured content comes without any easy way to search for 
specific information within a document or across numerous documents. 

Examples of Unstructured Content:

 à MS Word files
 à Spreadsheets
 à PDFs
 à Emails

 à Image files
 à Video files
 à Audio files

ElectronicOnàPaper
 à Text 
 à Photographs
 à Maps
 à CAD drawings
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defining Enterprise  
Content Management

Enterprise content management (ECM) is a strategy for organizing, storing, 
accessing, sharing and protecting unstructured information. Without ECM 
technology, you would need one strategy for managing paper files, another 
for documents created in a word processing system, an entirely different 
strategy for managing a library of digital photos, and so on for each form 
of information that is important to your 
mission. But an ECM system uses a single 
technology platform to handle unstructured 
information of all kinds. That includes 
content that is first created on paper and 
content that is “born digital.” 

According to Gartner, a robust ECM system 
provides tools for document management, 
Web content management, document 
capture, social content and workflow.2 
Key ECM capabilities include:
 à scanning paper documents to create  

digital equivalents;
 à creating indexes, attributes and notes so 

documents can be retrieved based on 
keywords and other metadata;

 à searching for and retrieving documents, 
or groups of documents; 

 à managing workflow, including approvals 
and revisions;

 à protecting sensitive information;
 à giving users access to different kinds of information, based on defined levels 

of permission;
 à making stored documents available to other host business applications; and 
 à tailoring archive management to specific retention policies so that documents are 

retained as needed and destroyed when no longer required.

PuttIngàthEà“EntErPrIsE”àInàEntErPrIsEàCOntEntàManagEMEnt
An ECM solution is one that can provide content management across an 
entire organization. An organization might first implement ECM in a single 
department, but as the benefits start to emerge, leaders will probably want to 
expand the scope of the solution. 
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An ECM solution gives users throughout a government agency, a school district, 
a college or a university access to a central repository of information. Users can 
quickly obtain any content they are authorized to see, even if it was generated in 
another department, another building or a different city. 

The enterprise approach also gives everyone in the organization a single interface 
to use when managing content. Employees from different departments who 
collaborate on projects do not need to wrestle with information stored in different 
repositories and different file formats. Everyone works on the same system, 
follows the same procedures and has access to the same information. 

ECM vs. File Sharing 
In some organizations, employees regularly scan paper documents to create 
digital files and then store those files on a shared network drive. Accessing 
content from this drive is somewhat easier than retrieving paper from file 
cabinets, but file sharing does not provide many of the benefits of true content 
management. For example, file sharing does not enable the redaction of sensitive 
information, the ability to tie content with ERP or business applications, or the 
ability to ensure seamless workflow. 

Retrieving content from a shared drive can be fairly complex. You need to know 
the name of the file that contains the information you want — or else spend a long 
time running down a list, opening files with plausible-sounding names until you hit 
the right one. With the indexing and search tools built into a content management 
system, you never have to worry about what a document is named, who created it 
or even what format it is in.
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ECM and the inefficiency Challenge

With pressure increasing to accomplish more work with fewer resources, 
efficiency becomes absolutely crucial for government agencies and schools. 
Unfortunately, the explosion of content that organizations must manage every day 
tends to lead to inefficient processes.  

For example, whenever employees need information contained 
in paper documents, they must leave their desks and head 
for the file cabinets — across the room, down the hall or 
even in a different building. Chance encounters with friends, 
ad hoc business meetings in the hallway or a hundred other 
distractions might turn a quick run for a file folder into an 
extended trek. 

If the information is held digitally, employees might find 
themselves searching through long file directories and email 
inboxes. Fulfilling requests for public information means paging 
through paper archives, making photocopies and using a felt 
marker or redaction tape to hide any non-public information.

In a paper world, public employees waste hours doing research 
that others have already completed because they do not know 
that another department holds the information they need. 
Teachers and social workers miss important insights about students or clients 
because it is so hard to pull together information from disparate sources to build 
a full picture. 

An important project waits on hold for days while a document requiring a 
signature sits on someone’s desk. Papers passed from one office to another get 
lost. And because team members collaborating on a document via email keep 
losing track of the latest version, some crucial revisions go astray. 

An ECM solution boosts efficiency by …
 à converting paper documents into electronic ones, ending the 

paper shuffle;
 à storing content in one central repository, giving each authorized user  

access to all the information needed to do his or her job; 
 à indexing content for easy search and retrieval; 
 à allowing an authorized user to quickly access collections of documents 

— such as HR files or student records — without worrying about what 
documents are called or who “owns” them;

An ECM solution 
boosts efficiency 
by increasing 
opportunities 
for information 
sharing and 
collaboration, 
resulting in more 
streamlined 
services for 
constituents  

and students.
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 à making information available 24/7 from any computer with access to 
the repository;

 à ensuring that each user gains access only to the information he or she is 
authorized to see, without having to make decisions or redactions on a case-
by-case basis; 

 à increasing opportunities for information sharing and collaboration, resulting in 
more streamlined services for constituents and students; 

 à reducing the time required to send a document through the review and 
approval process; 

 à keeping documents from getting lost; and 
 à providing version control for documents undergoing revision.
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ECM and the Compliance Challenge

Any public agency, K-12 system, college or university faces numerous 
regulations regarding the privacy and security of information. All organizations, 
of course, need to protect sensitive data such as social security numbers and 
credit card information. 

But the concerns go way beyond that. Public organizations 
that provide health care services, for example, must abide by 
the privacy provisions of the Health Insurance Portability and 
Accountability Act (HIPAA). Schools that receive federal funds 
must follow the dictates of the Family Educational Rights and 
Privacy Act (FERPA). Human resources departments need 
to safeguard employees’ confidential records, and many 
agencies must protect information with a bearing on public 
safety and security. 

Organizations that can not comply with security and privacy 
mandates risk serious consequences. A school that violates 
FERPA, for example, could lose its federal funding, or be exposed 
to costly litigation.3 

Violations of HIPAA may lead to civil and criminal penalties, possibly including 
hundreds of thousands of dollars in fines or even imprisonment.4

Even when organizations carefully protect sensitive information in paper 
documents, a small error can cause a serious breach. For example, an 
employee might use a felt marker to redact information and not realize that 
the text is still readable from the back of the page. Or an employee might leave 
sensitive documents on his or her desk, exposing the information to anyone 
who walks past.   

Public agencies find themselves in a double bind: While they must work hard 
to protect private information, the law also demands that they operate with 
appropriate transparency. A government agency must retain public records 
for a period set by law. If the records are kept on paper, storing them for the 
necessary number of years and then purging them to free up space creates an 
entirely new management challenge. The need to respond to public requests 
under the Freedom of Information Act (FOIA) imposes an additional burden. 

Finally, a public agency or school must look ahead to the day when it will have 
to produce information for an audit or legal proceeding. By setting off a frantic 

Public agencies 
find themselves 
in a double bind: 
While they must 
work hard to 
protect private 
information, the 
law also demands 
that they operate 
with appropriate 
transparency.
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search through file cabinets, email records, surveillance video archives and 
other sources for the required material, a single subpoena might be enough to 
convince management that it is time to consider an ECM solution. 

An ECM solution meets the compliance challenge by …
 à providing layers of security and permissions, ensuring that any given 

document — or particular details within a document — can be viewed only by 
authorized individuals; 

 à automatically redacting information within documents on a case-by-case basis, 
depending on permission levels; 

 à providing manual redaction tools to protect material that can not be 
redacted automatically;

 à retaining copies of redacted documents as proof that sensitive information was 
not disclosed; 

 à providing fast retrieval of information to fulfill public information requests, 
provide documentation to auditors and respond to legal filings;

 à automating processes for retaining public documents and purging them when 
they are no longer needed, according to specific retention policies;

 à managing workflow for document review and approval, ensuring that as 
documents are created, they comply with applicable regulations;  

 à protecting the privacy of students, clients and other constituents;
 à reducing the risk of penalties connected with government mandates; and
 à increasing government transparency and accountability.
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ECM and the Challenge of Cost

It is no secret that public sector organizations all face tremendous pressure to 
cut costs. While such imperatives always exist, the current economic climate 
makes the challenge especially tough, and conditions do not seem to be 
improving very quickly. 

According to the National League of Cities (NLC) 
for instance, cities in the U.S. continue to cut back 
on both personnel and infrastructure projects in 
response to declining revenues. NLC’s 26th annual 
City Fiscal Conditions Report, issued in 2011, 
noted that cities were suffering the fifth straight 
year of revenue declines and would probably see 
those figures fall even further in 2012.5

For many government and educational organizations, the problem is not simply 
how to handle the same workload with less money. Industry layoffs, home 
foreclosures and other hazards of the down economy have increased demand on 
public-facing agencies and services. Those organizations must figure out how to 
get more done on tighter budgets.

Of course, one common cost-cutting measure is to reduce staff. As head counts 
shrink, it becomes less feasible than ever to let labor-intensive, paper-based 
processes distract employees from crucial tasks that produce value for the 
people they serve. By the same token, as money grows scarce, organizations can 
no longer afford to purchase or rent storage space for paper documents. They can 
not afford to miss out on crucial revenue because they could not pull together 
information for grant applications. Nor can they risk incurring fines because they 
failed to protect sensitive information. 

An ECM solution solves the challenge of cost by …
 à eliminating the need to buy or rent expensive space, and buy file cabinets, 

folders and boxes for storage;
 à reducing labor costs by eliminating thousands of hours that employees used to 

spend managing paper records and unstructured electronic documents;
 à freeing professionals to spend more time on high-value tasks rather than 

clerical tasks; 
 à making it easier to assemble information needed to procure grants and comply 

with audits on grant-supported programs; and
 à eliminating the risk of incurring fines for non-compliance with regulations that 

govern security and privacy of information.

The High Cost of Paper 
Average cost of labor to:
 à File a single paper document – $20
 à Locate a misfiled document – $120
 à Reproduce a lost document – $220 

SoURCE: CooPERS AnD LYbRAnD6
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Public Sector ECM Case Studies

sPOtsylvanIaàCOuntyàPublICàsChOOls:àà
DOCuMEntàIMagEsàrEPlaCEàbulkyàbInDErs
Spotsylvania County Public Schools in Virginia first implemented a content 
management solution to ease the paper burden connected with the Virginia 
Grade Level Assessment (VGLA). 

An alternative assessment tool for students with special needs, 
the VGLA process requires the schools to collect evidence 
of students’ progress. For each student in the program, the 
school kept a thick binder of documents such as worksheets 
and photographs of art projects. 

At the end of each school year, schools transported their binders 
to the district’s central office where they were scored by staff. 
The Virginia Department of Education (VDOE) randomly selected 
10 percent of the binders for audit. These binders were then 
shipped to the VDOE in Richmond.

Expensive, heavy and cumbersome, the binders took up a lot of storage space 
and were difficult to transport, says Cory Tyson, the school district’s Director of 
Information Systems. When someone needed to review the information inside, 
finding the right document took a great deal of time.  

Even before the staff member starting searching through the pages, he or she had 
to get at the binder, stored in a locked room to protect students’ privacy. “You had 
to take a number of steps to find the right person to get the key to open the door 
to get the information you needed,” Tyson says. 

Once Spotsylvania Schools implemented ECM, the binders disappeared. Instead, 
staff scanned documents and stored them in a central repository, where anyone 
authorized to view the content could access it from any school computer. 

ECM made it easy to include non-paper documents, such as videos, in a 
student’s file. Schools no longer had to ship their binders to the central office: 
Staff charged with reviewing the contents could do the job from their own 
desks. Nor did the district need to pack up the sample binders for shipping to 
state auditors. 

“There’s an easy export process,” says Tyson. “You select the items you want, 
export them to a PDF file and then burn that to a CD or email it.” 

“You have 
controlled 
access to the 
information. If 
you’re authorized, 
you can reach it 
from anywhere.”

Cory Tyson, Director 
of Information Services, 
Spotsylvania County  
Public Schools, Va.
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Today, Spotsylvania Schools is also using ECM to manage student and employee 
records, online job applications, payroll information, vendor information, and 
student and teacher portfolios. 

In all these areas, ECM provides greater efficiency and helps to maintain security. 
“You have controlled access to the information,” Tyson says. “If you’re authorized, 
you can reach it from anywhere.”

brazOsPOrtàCOllEgE:àElIMInatIngàthEàPaPEràChasE
A community college in Lake Jackson, Texas, Brazosport College serves about 
4,000 students working toward two- or four-year degrees, plus thousands more 
enrolled in non-credit courses. Brazosport implemented content management 
technology nearly two decades ago to help manage student records. 

More recently the school has further embraced ECM. First, the 
human resources department implemented it for personnel records. 
Then the financial aid office and IT department came on board. 

Lisa Gilliam, Brazosport’s Director of IT, recalls how 
inconvenient it used to be to manage hard copy documents. 
The HR department, for example, kept a file folder on each 
employee. “Any time you needed to see something, you had 
to pull the file and go through it to find what you were looking 
for,” she says. To protect sensitive information such as social 
security numbers, the HR department kept the records in a 
locked room, creating yet another barrier for authorized staff 
who needed employees’ files. 

It often took a long time to locate the right information. And, of 
course, only one person could access a document at a time. "If 
someone took a document out of a file and left it sitting on their 
desk, nobody knew it was there,” Gilliam says. 

By contrast, the ECM technology allows employees to pull up 
documents right at their desks. Staff in each department can 
page through all the records associated with a student, employee 
or vendor, with access based on permissions granted to each employee. 

For security purposes, the school has configured the system to give each 
department access only to its own documents. But with all documents scanned 
into the system, no locked doors stand in the way of authorized employees who 
need information to do their work. “It’s right at their fingertips,” Gilliam says. “They 
don’t need to get up from their desk and look for a file.” 

Thanks to 
the content 
management 
system at 
Brazosport, there 
is far less paper 
to store. Sensitive 
records are safer, 
and now that 
college employees 
spend less time 
searching for 
documents, they 
have more time to 
focus on providing 
essential services 
to students  
and staff. 
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Thanks to the content management system at Brazosport, there is far less 
paper to store. Sensitive records are safer, and now that college employees 
spend less time searching for documents, they have more time to focus on 
providing essential services to students and staff.

WashIngtOnàstatEàPatrOl:àà
QuICkàrEsPOnsE
Each year, the Washington State Patrol’s Collision 
Records Section receives 100,000 to 120,000 reports 
on vehicle collisions from state, county and local 
police agencies and from individuals. 

Although the Section has long maintained those 
reports in electronic format, responding to public 
information requests for copies of reports used to 
create a tremendous burden, says James Morelli, 
Manager of the Collision Records Section. 

To fulfill a request, a member of the staff had to 
retrieve the document image from a repository 
managed by the Washington State Department 
of Transportation (WSDOT), print it, black out 
information that the requester was not entitled 
to see, retain a copy of the redacted version and 
process a payment. The procedure took eight to nine 
minutes. That does not sound like much, until you 
consider that the Section provides 50,000 to 60,000 
reports to the public each year.

“It was taking almost two-thirds of my staff's time 
just to process public disclosure requests,” Morelli 
says. “We couldn’t keep up.” When the backlog 
grew serious, Morelli and his eight-person staff 
risked violating state and federal laws requiring 
them to fulfill all requests within five days. 

In 2010, the Collision Records Section 
implemented an ECM solution and, based on 

that platform, developed the Washington Requests for Electronic Collision 
Reports (WRECR) system. Now, insurance companies, police officers, traffic 
engineers and members of the public who need collision reports can make 
a request through the WRECR portal (https://fortress.wa.gov/wsp/wrecr/
WSPCRS/Search.aspx), and receive a response by mail or email. Section 

ECM With No  
Upfront Expense 
ECM offers an impressive return 
on investment. but as agencies 
and schools continue paring 
budgets to the bone, they may 
simply lack the capital for a new 
IT implementation. 

For those organizations, 
software-as-a-service (SaaS) 
offers a cost-effective alternative. 
With the right solution partner, 
an organization can manage its 
documents in the cloud, reaping 
the benefits of ECM without 
incurring any upfront costs. 

both the application software 
and the customer’s documents 
reside on the vendor’s servers. 
The vendor assumes all 
responsibility for maintaining 
the technology and keeping 
the customer’s content 
secure, allowing even a small 
organization with no in-house 
IT staff to enjoy the benefits 
of sophisticated document 
management technology. 
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staff use the online system to serve citizens who make their requests by mail, 
fax or phone. Rather than eight to nine minutes, the process takes about  
40 seconds, Morelli says.  

Section staff redact sensitive information from reports. But 
that process takes only about 20 seconds, thanks to the 
electronic process. This was built to redact much of the sensitive 
information automatically. The employee just needs to confirm 
that the work is correct and use a drag-and-drop manual tool to 
make adjustments as needed.

Thanks to WRECR, the days when the Section’s entire staff spent 
five to six hours a day fulfilling records requests are long gone. 
Today, one staff member spends two hours a day on the work. 
That frees staff for other tasks, such as providing more accurate 
collision data to people who use that information for their work. 
“We spend more time doing quality assurance on the reports as 
they come in from the law enforcement agencies,” Morelli says. 
“Also, staff has time to research where collisions have occurred 
and try to find out why we don’t have that report, so we have more data.”  

MarylanDàDEPartMEntàOfàMEntalàhEalthàanDàhygIEnE:àà
aàbEttEràWayàtOàtraCkàInfECtIOusàDIsEasEs
To detect outbreaks, monitor trends and otherwise protect the health of the 
public, the Maryland Department of Health and Mental Hygiene collects reports 
on cases of infectious disease from all over the state. Hospitals and labs and 
county health departments used to mail these reports on paper to the state’s 
Infectious Disease and Environmental Health Administration (IDEHA). Staff 
there copied and collated the documents related to a single case and mailed the 
package to the relevant county health department. The person in charge then 
assigned the case to a lab technician for analysis. 

The process was laborious and fraught with delays and redundancies, says 
Greg Glavaris, Project Technical Lead at IDEHA. “You kept a copy here and 
sent a copy to the local jurisdiction. They kept the master and distributed 
photocopies to one or more investigators.” 

The process could also be slow, requiring two to five days, or sometimes more, to 
route a case to a local jurisdiction and then on for investigation. 

In addition, the paper process could expose sensitive medical information 
to prying. “Somebody could leave a paper on their desk and leave the room,” 
Glavaris says. “Someone else could pick it up and read it.” 

Thanks to 
WRECR, the 
days when the 
Section’s entire 
staff spent five to 
six hours a day 
fulfilling records 
requests are long 
gone. Today, one 
staff member 
spends two hours 
a day on the work. 
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Wanting a safer, more efficient way to route these important documents, 
IDEHA decided to implement ECM. In place of numerous paper copies, the new 
solution uses a central electronic repository to make documents available to any 
authorized individuals who need to see them. 

Today, when IDEHA receives a paper report, staff scan it into the ECM system. 
Employees at county health departments may also scan reports themselves, 
or health care organizations may create the reports in electronic format, 
taking paper out of the equation entirely. All reports land in a central electronic 

repository, from which state officials can  
call them up to route to the correct county 
health departments. 

At the county level, one staff member 
performs a workflow query to see a list of 
reports in need of assignment. He or she 
then assigns each case to a lab technician. 
Reports immediately move into each 
technician’s work queue, making them 
available for analysis. 

It now takes just one day to route a report to 
a local technician for review, Glavaris says. A 

system of permissions ensures that only the people who are authorized to view a 
particular document will have access to it. 

Along with being faster and safer, the ECM solution is much more cost 
effective than the paper process, says Glavaris. “You don’t have state 
employees and local jurisdictions redundantly copying the same things over 
and over and routing it through the mail.” That saves in postage, paper and 
toner as well as in labor costs. 

The new ECM solution promises so many benefits that other units of the health 
department are considering the technology as well, Glavaris says. “We’re even 
looking at leveraging it on an enterprise level, across the entire department.”

nOrthWEstàOhIOàrEgIOnalàInfOrMatIOnàsystEM:àà
sPEEDàanDàsafEtyàInàthEànaMEàOfàJustICE
The Northwest Ohio Regional Information System (NORIS) provides 
information technology services to public safety and criminal justice agencies 
in 22 counties throughout Ohio and Michigan. Participating agencies also  
use NORIS’ network to access data from all other participants as well as 
federal agencies. 
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NORIS first implemented ECM about seven years ago. The goal was to provide 
better management for orders of protection. 

In the past, when a court issued a protection order, it sent a paper document 
to the police department with jurisdiction over the case. There, someone would 
key the information into an IT system. But it might take as long as 20 days for 
data to get into the system, says Patrick Wright, Director at NORIS in Toledo, 
Ohio. In the meantime, if police received a complaint about a violation, officers 
had no record that the order even existed.  

When NORIS implemented ECM, the new system started capturing scanned 
versions of protection orders as well as orders that were generated electronically. 
“We feed that data almost instantaneously to the police departments, which 
makes that data available to everybody on NORIS,” Wright says. 

Based on this successful application, NORIS worked with its ECM vendor to 
develop numerous other applications. One example automates the process for 
managing return receipts from the U.S. Postal Service, used to confirm that the 
party on a case has received a court document in the mail. 

The Toledo Municipal Court processes 200 to 300 such receipts per day. Each 
time a card arrives, someone must update a journal for the relevant court case. 
“They were doing that all by hand,” Wright says. 



Public Sector ECM Case Studies

18  |   EntErPriSE ContEnt MAnAGEMEnt: A HAndbook for LEAdErS in GovErnMEnt And EduCAtion

ECM technology has cut the time required to manage return receipts from eight 
hours a day to 20 or 30 minutes, Wright says. That reduction saves the court over 
$31,000 per year. 

Besides saving time and money, ECM makes it easier to protect sensitive 
information such as social security numbers and victims’ names. Not only does 
the system apply business rules to redact the correct information automatically, 

but it distinguishes between documents that should or should 
not be made public. 

If a public document in NORIS’ central repository has not yet 
passed through all the necessary steps, authorized employees 
can still use it internally, Wright says. “But those unredacted 
documents wouldn’t be displayed on the Web.” 

The system also allows NORIS to change the redaction rules 
and then reapply them, Wright says. For example, a change in 
the law might determine that a victim’s address is no longer 
public information. “Once you make that determination, you can 
retroactively apply that redaction rule and go back and redact a 
million documents to take that off.” 

NORIS estimates that the Toledo Municipal Court saves over $128,000 annually 
simply by scanning documents into its system rather than relying on employees 
to enter data. Other improvements — such as letting multiple users access 
the same case file at once, and producing an audit trail that shows who looked 
at individual files — further demonstrate the wide range of benefits that ECM 
provides NORIS customers.

franklInàCOuntyàChIlDrEnàsErvICEs:àrEDaCtIOnàMaDEàsIMPlE
Franklin County Children Services in Columbus, Ohio, works with families and 
children to help ensure that every child in the county has a safe and stable home. 
The agency implemented a content management system to simplify compliance 
with privacy laws.

Children Services fills many requests from clients and others who need copies 
of case records in multiple formats. The agency has long held those records 
electronically. But before releasing a document, staff have to redact details that 
the requestor is not authorized to see, such as personal information about other 
clients. In the past, that redaction process was decidedly low-tech. 

“You’d print the document, and then you’d go through it with white redaction 
tape,” says Leah Zuck, Administrative Secretary in the Legal Department at 

ECM technology 
has cut the 
time required to 
manage return 
receipts from 
eight hours a 
day to 20 or 30 
minutes, Wright 
says. That 
reduction saves 
the court over 
$31,000 per year.
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Children Services. “Then you’d make a copy, and that copy would 
be released.” 

Staff also filled requests for public documents such as contracts. The redaction 
process was similar and documents were held in multiple locations. “I would 
have to go down to Contracts, get a copy of the contract and redact any 
necessary information, such as a client’s name, then make a copy and send that 
out,” Zuck says. 

Today, Children Services keeps some of its case records and other documents in 
a central electronic repository. When Zuck needs to fill a request, she calls the 
document up on her computer screen and then feeds it into the redaction tool 
that is part of the agency’s content management system. Once she has finished 
redacting, she can email it, burn it to a CD or print out a copy. 

Because the redaction needs of every document are different, staff still need to 
review them page by page. But instead of sticking on strips of tape, and then 
photocopying to make sure the redacted text is completely invisible, Zuck simply 
drags and drops a redaction box onto each piece of sensitive text. 

It used to take three hours to prepare a document for release. Now, with the 
redaction tool, the job takes about half that. “I love using the tool,” Zuck says. “It 
makes things easier for me.”  
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Privacy and Security:  
Some Advice on Compliance

Complying with regulations on security and privacy is such a crucial concern, it 
merits additional discussion. If you don’t fulfill the mandates that apply to you, 
you risk incurring fines or criminal penalties. You may also do serious harm to the 
people you serve, not to mention to your agency’s reputation. 

Without effective technology, complying with those regulations becomes a time-
consuming — and therefore expensive — prospect. It also leaves you vulnerable 
to human error. All it takes is one distracted employee who leaves a client’s folder 
on a desk, or releases a document without thoroughly obscuring certain details, 
and all your hard work to safeguard the privacy of your constituents, students or 
employees goes for naught.

To make sure that you can fully comply with all applicable security and privacy 
regulations, consider an ECM solution that:
 à allows only authorized users to access the system;
 à controls access to “file cabinets” of documents, individual documents or even 

sections within a single document, using a system of permissions assigned to 
each user;

 à provides tools for automatically redacting entire categories of information, 
based on rules established by your agency;

 à provides manual redaction tools to protect sensitive information on a case-by-
case basis and to fine-tune the results of automated redaction; and

 à redacts selectively, allowing users with permission to see certain items in a 
document while denying that access to all others. 
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Conclusion

If your organization is considering an investment in ECM, you should first take 
stock of your needs. For example:
 à Do your employees spend a great deal of time handling paper?
 à Do you need to store large volumes of paper documents?
 à Is much of the information that you manage subject to regulation? 
 à Do your employees need to share information in order to collaborate  

on projects? 

If the answer to any of these questions is yes, your organization stands to benefit 
from an ECM solution. 

Here are some questions you might ask to determine whether a particular 
solution is right for you:
1. Do you want to implement an enterprise solution from the start? Or do you

want to get your feet wet by using content management in one department?
2. If you want to start with a small deployment, can the solution scale down far

enough to meet that need?
3. When it comes time to expand to support more users or multiple

departments, will the transition be seamless? Or will you need to swap out
your software for a new version as you grow?

4. How much functionality does the vendor offer right out of the box? Will you
need to buy a lot of add-ons to get all the capabilities you need?

5. What kinds of security and redaction capabilities does the solution offer?
6. Can the solution handle multiple file formats?
7. How does the solution store documents — based on file names or

index information?
8. How much experience does the vendor have with your particular environment

(e.g. state or local government agencies, K-12 schools, colleges
and universities)?

9. How much experience does it have with the kinds of information you need
to manage (e.g. HR, accounts payable, accident reports, court documents,
student records, financial aid, etc.)?

10. Do you want to host the software and documents on your servers or have the
vendor provide that service? Does the vendor offer a choice?

The right ECM solution, implemented carefully, offers tremendous rewards. 
It will help conserve your organization’s fiscal resources, ensure that you 
comply with regulations that govern your content and help you operate much 
more efficiently. 
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